Application Note:

FTP Server Setup on computers running Windows-7
For use with 2500P-ACP1

The CTI 2500P-ACP1 is capable of transferring data files to a remote FTP Server.

This document provides information for those who do not currently have a FTP Server installed and
operating. Setting up an FTP Server at a plant can raise network security concerns, so we highly
recommend working with your IT staff and following any rules in place for adding functionality to an
existing network.

Here are some options for setting up your own FTP Server. This list is no means conclusive, as there

are lots of available options.

1) FileZilla FTP Server (free PC based server program - see instructions in section below)

2) Microsoft IIS (included with most versions of Windows) includes an FTP Server (also PC based).
This works well once set up properly, but it can be difficult to set up and configure users and
security. (You have been warned!)

3) Most Linux distributions include FTP server support.

4) Purchase a NAS (Network Attached Storage) device that has embedded FTP Server support. These
are usually configurable from a built in web server page (examples include: Western Digital
MyCloud EX2 series, Seagate NAS, or Addonics NAS Adapter)

The remainder of this document provides details for installation and setup of FileZilla FTP Server on
computer running Windows-7. Filezilla is an open source software solution distributed free of charge.
The program is easily customized for user connections, accessibility, and security features.

Control Technology Inc.
5734 Middlebrook Pike, Knoxville, TN 37921-5962
Phone: +1.865.584.0440 Fax: +1.865.584.5720

www.controltechnology.com
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Filezilla FTP Server Installation Instructions:

1) Download the appropriate version from the CTI website:
www.controltechnology.com/downloads (login is required)

2) Download Procedure:

' You have chosen to open: |

a7 FileZilla_Server-0_9_57.exe
which is: Binary File (2.1 MB) |.

from: http://superb-sea2.dl.sourceforge.net
Would you like to save this file?

| saveFile | [ Cancel |

Accept the ‘User Access Control” warning displayed to allow Filezilla FTP Server to install

on the hard drive.

3) Installation Procedure:

Standard installation is sufficient for most applications.

r al
FileZilla Server beta 0.9.57 Setup [ESE )

License Agreement
Please review the license terms before installing FileZilla Server beta 0.9.57.

Press Page Down to see the rest of the agreement.

| GNU GENERAL PUBLIC LICENSE -
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The.licenses. for most ;oftware are designed to take away your -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the

agreement to install FileZilla Server beta 0,9.57. /

((1agee | [ concel |
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http://www.controltechnology.com�

. . | .
FileZilla Server beta 0.9.57 Setup el

Choose Components
Choose which features of FileZilla Server beta 0.9.57 you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select the type of install: Standard v
Or, selectthe optional [ (] Flezia Server (service) | oo "
components you wish to Administration interface
F install: 1
[[] Source Code
Start Menu Shortcuts
Desktop Icon
Space required: 5.7MB
< Back ][ Next > ] [ Cancel ]

r Y
FileZilla Server beta 0.9.57 Setup o] s

Choose Install Location
Choose the folder in which to install FileZila Server beta 0.9.57.

Setup will install FileZilla Server beta 0.9.57 in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue.

Space required: 5.7MB
Space available: 342.0GB

7 Al
FileZilla Server beta 0.9.57 Setup (eSS

Startup settings
Select startup behaviour for FileZilla Server

Please choose how FileZila Server should be started: "
[1nstall as service, started with Windows (default) 4 v

Please choose the port, the admin interface of FileZila Server should listen on (1-65535):
14147

Note: This port is only used to administrate the server using the FileZila Server Interface. It
is not the FTP port used by FTP dients.

V| Start Server after setup completes

[ <Back ][ Mext ] [ conel ]
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r
FileZilla Server beta 0.9.57 Setup

Startup settings
Select startup behaviour for FileZilla Server

Please choose how the server interface should be started:

-
[Startif user logs on, apply to all users (default)  4° -

V| Start Interface after setup completes

This shows the FTP Server installed correctly:

-
FileZilla Server beta 0.9.57 Setup l = —

Installation Complete
Setup was completed successfully.

Completed

Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu\Programs\FileZilla S... »
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\FileZilla S...
Create shortcut: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\FileZilla S...
Create shortcut: C:\Users\Public\DesktopFileZilla Server Interface.ink

Execute: "C:\Program Files (x86)\FileZila Server FileZilla Server.exe” fadminport 14147
Execute: "C:\Program Files (x86)FileZilla Server FileZilla Server Interface.exe” /fadmi...
Installing Service...

Execute: "C:\Program Files (x86)\FileZilla Server\FileZilla Server.exe” finstall auto

Put FileZilla Server Interface into registry...

Completed -

m
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3) Configure FTP Server.
a) Start FTP Server Interface. ‘Localhost’ computer name works when the FTP Server and

FTP Server Interface reside on the same computer.

Please enter the address and port of the FileZilla Server installation you

-
Enter server to administrate - FileZilla Server

want to administrate.
Hostname or IP address. To
Host: ocalhos refer to this computer, enter
localhost.
. Enter the administration port (14147 by
Port: 14197 | Gefauit), not the FTP port.
Password:

[ Always connect to this server

FTP Server interface log shown below shows normal FTP Server status:

||:.|\Elg‘

-
FileZilla Server (127.0.0.1)

File Server Edit ?
Fla|s98 2 [FomE-

FileZila Server 0.9.57 beta

(Copyright 2001-2016 by Tim Kosse ftim kosse@filezila-project.org)
thttps:/ilezilla-project org/

Connecting to server localhost:14147...

(Connected, waiting for authentication

Logged on
You appear to be behind a NAT router. Please corfigure the passive mode settings and forward a range of ports in your router.

Waming: FTP over TLS is not enabled, users cannot securely log in.

The waming message shown above has no meaning if the FTP Client resides on
the same LAN as the FTP Server.
If your application requires the FTP Server to be accessible from a remote location,
consult your IT Department for configuring your router for this operation.
This guide does not cover this type of installation.

D ¢ Account P Transfer Progress Speed

o5

0 bytes received 0B/s 0 bytes sent 0B/s

Ready
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b) Configure FTP Server ‘Settings’:

[Copyright 2001
rttps / Miezllap Groups

jConnecting to s
[Connected, wating for authentication
Logged on

|

appearto be beh AT router, Plaase ¢ sried et
9 FTPover T not enabled, users can

ﬁdnev:\g settings. please wat
Done

retneving settngs
[Retrieving accourt settings, please wat
Done retneving account settngs

o Account 1P Transfer Progress Speed

Opens the users dialog 0 bytes received 0B/s  Obytessent 08/s 98

Enter FTP Server ‘Listening Port” number. Port 21 is default.

FileZilla Server Options 3]
= General settings General settings
Weicome message!
IP bindings Connection settings
o Listen on these por e
Passive mode settings — %
Security settings Max. number of users: | 0 (0 for unkimited users)
Miscelaneous
Admin Intedace setting: Performance settings
Logang This value should be a multiple of the
Speed Limts Number of Threads: | 2 number of processors instaled on your
Filetransfer compressior| system, Increase this value if your server
SSL/TLS settings is under heavy load.
Autoban
< > Timeout settings
Connections timeout: | 120 in seconds (1-9999, 0 for no timeout).
in seconds (600-9999, 0 for no timeout).
m No Transfer timeout: | 120 This value spedfies the time a user has to
initiate a file transfer.

in seconds (1-9999, 0 for no timeout).

Login timeout: 60 This value specifies the time in which a

new user has to login.
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¢) Configure User Accounts.
Select ‘Users’ option from [Edit] menu.

mode settings and forward 2 range of

Account 1P Transfer Progress Speed

Opens the users dialog 0 bytes received 0B/s 0 bytessent 08/s o

Select [Users—Add] button to add a User Account:

(i L L)

Page: Account settings Users
[ General Enable account

Shared folders Password:

Speed Limits

1P Filter Group membership:

You can enter some comments about the user
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Default user account name is “Anonymous”.

Password for “Anonymous” user is any text string in email address format (i.e. you@me.com).
Use custom user account name/password for more security.

Custom user account names/password must be entered in ‘Module Configuration’ page in the
ACPI web server.

-
Add user account M

Please enter the name of the user account that should
be added:

User should be member of the following group:
(e =

d) Configure the directories/folders that can be accessed by FTP Client:

Select [Shared folders] tab.
Press [Add] to configure directories accessible by ACP1 FTP Client.

r
Page: Shared folders Users
| | General irector i (Anonymous —— |
r— Directories Aliases f:l;ead [
Speed Limits Wiite
1P Filter Delete
Append
Create
Delete
List L
< 1 » + Subdirs [ Add ] [ Remove ]
[ Rename | [ cony ]
) Adirectory alias will also appear at the specified location. Aliases must contain the full vitual

path. Separate muttiple aliases for one directory with the pipe character (1)
If using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

Lo ]
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Browse for folder that will serve as “root directory” for files sent by ACP1 FTP Client.
The example below shows the directory C:\FTP that was previous created.
You must select an existing folder to complete FTP Server setup.

r - Yy
Browse for Folder @

Please select a folder that should be added to the folders list
of the selected user account.

C:\FTP

., DOSBox
, EXACT
FFW

m

, Instalis

, Intel

, 0BS

, PerfLogs -

The selected directory is shown in the “Shared folders” window.
Select [Set as home dir] to mark as FTP Server “root” directory.

rUsers
Page: Shared folders Users
[~ Genera — e e Aronymous |
Shared folders 2ne V] Read
Speed s 7o
1P Filter || Delete
Append
Directories
[ | Create
["] Delete
7] List |
< " ' i+ [ Add H Remove ]
[ Add J[Remove][Rmane][Setashome&J lRenane“ Copy ]
) Adirectory alias will also appear at the specified location. Aliases must contain the full vitual

path. Separate muttiple aliases for one directory with the pipe character (1)
if using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.
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e) Configure file access that FTP Server will allow:

Select [Write Files] option to allow ACP1 FTP Client to send data files to FTP Server.
This is required for use with the ACP1 co-processor.

[Delete Files] option allows the FTP Client to overwrite existing files (with same file name).
This option i recommended when used with the ACP1 since files can be overwritten if network
connection is lost while a file transfer is in progress.

[Create Directories] option should be checked if ACP1 FTP Client needs to create and send files to
one or more sub-directories (under Home directory).

Users &‘

Page: Shared folders Users

General - (fnonymos |
Shared folders 7| Read |

Aliases [

Speed Limits H C\FTP f V| Write
IP Filter / | [¥]Delete

=" | Broend
Directories
[T Create
| Delete
V] List
« m v | [¥]+ Subdirs [ Add

r

‘ Directories

][ Remove ]

[ Add | [ Remove | [ Rename | [Setashomede| [ Rename [[ coy |

A directory alias will also appear at the specified location. Aliases must contain the full vitual
path. Separate multiple aliases for one directory with the pipe character (1)

If using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

o ]

This completes the FTP Server setup.
You must now configure the firewall for FTP operation.
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4) Create Firewall Exception for accessing FTP Server .

This example uses the “Windows Firewall’.

a) Select “Windows Firewall’ from ‘Control Panel‘menu:

- . - -
i » Control Panel » All Control Panel ltems » 7 v |4/ )
— = = = - - oo

File Edit View Tools Help — 1

Adjust your computer’s settings ewby: Smallicons ¥

> Action Center 91 Administrative Tools 55 AutoPlay
| ¥ Backup and Restore ® Biometric Devices EX Color Management
| @ Credential Manager Date and Time © Default Programs

= Dell Audio Dell Command | Power Manager B Deit Command | Update
| 8 Delt Touchpad @ Desktop Gadgets & Device Manager

&3 Devices and Printers B Display © Ease of Access Center

& Flash Player (32-bit) E Folder Options IA Fonts

Free Fall Data Protection ] Getting Started « HomeGroup

&4 Indexing Options B) intel® HD Graphics B intel® PROSet/Wireless Tools

£ Intel® Rapid Storage Technology @1 Interet Options | Java B2-bit)

& Keyboard B3 Location and Other Sensors D Mail (Microsoft Outlook 2013) (32-bit

¥ Mouse 5% Network and Sharing Center 3 Notification Area Icons

M Performance Information and Tools B personalization i) Phone and Modem

@ Power Options 53 Programs and Festures & Recovery

® Region and Language %3 RemoteApp and Desktop Connections & Sound

) Speech Recognition @® Sync Center ystem

ol Taskbar and Start Menu # Troubleshooting 8, User Accounts

dows Anytime W B Windows CardSpace id Windows Defender
Windows Firewall 4R Windows Mobility Center & Windows Update
b) Select ‘Advanced settings’:
@ » Control Panel » All Control Panel Items » Windows Firewall v |4

File Edt View Tools Help

Control Panel Ho . . .
Mt Help protect your computer with Windows Firewall

Allow a program or feature

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall

through the Internet or a network.

% Change notification settings How does a firewall help protect my computer?

# Tumn Windows Firewall on or

What are network locations?

l a Domain networks

Networks at a workplace that are attached to a domain

% Restore defaults Connected &

% Advanced settings

Troubleshoot my network
Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the

fist of allowed programs

Active domain networks: & croomein

Notification state: Notify me when Windows Firewall blocks a new

program

. 0 Home or work (private) networks Not Connected ¥

l 0 Public networks

Not Connected (¥

Action Center
Network and Sharing Center
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¢) Choose ‘Inbound Rules’:

;ﬂwmﬁmmmmmam ' lgﬂ

File  Action View Help
«=|[@EE

o Windows Firewall wi Ll Windows Firewall with Advanced Security on Local Computer Actions
Inbound Rules TS

- Local -
K3 Outbound Rules - — — kol Compu
Ty Coomainis Seuiy Rides Windows Frewal with Advanced Securty provides network secuty for Windows compu | | oy Import Policy...
B Monitoring _ g Export Policy.
Overview Restore Default Policy
Domain Profile is Active Diagnose / Repait
¥ Wndows Frewslis on View »
© ribound comnections that do not match a e are blocked 3 ‘Retedh
€ Oubound connections that do not match 3 rule are alowed
7 Properties
Private Profile
H Hep

@ Wndows Frewallis on
© rbound connectons that do not match a e ave blacked
€@ Oubound connactions that do not match & nde are slowed.

-n

Public Profile

@ Windows Frewalis on

© rbound connections that do not match a e are blocked
€@ Oubound connections that do ot match a e e slowed

B Windows Fr

| Getting Started

Create connection securty nes to specfly how and when connections between computers are
protected by using Intemet Protocol securty (IPsec).

urty Rues

View and create firewall rules

Create f %0 allow or block to specéied programs or ports. You can also ¢
is authenticated, or £ & comes from an authodzed user, group, or computer. By defaut, inboun
blocked uriess they match a ne that allows them. and outbound connections are allowed unle
blocks them

: Fiter by State » Name Greep Action  Ovemide  Progeam Local Adsess  Remo * || Inbound Rules -
N Fiter by Growp v oS Semutater Allow N CAProgram Files (&... Amy Any & New Rule
¥ 905 Semulator Allow  Ne C\Program Files (8. Any Any S| < Faner by Proite ’
Bootp Server Allow Mo Chinstatsibootpibe... Any Any
gt Bootp Server Alow Mo Chinstate\bootgibo.. Ay Ay | || Rty Stote v
Help Component of the Logu Desigmer Apphcat. Allow  No Copeogram files (8. Amy Any T Fiter by Grewp »
Component of the Logix Designer Appica. Allow Mo CAprogram fhes (.. Any Any View »
G DuClentee Allow  No Ci\Program Files (... Any Any 3 Devech
© DaClentese Allew M CAProgiam Files (.. Any Any .
O 0sClentene Aiow  No CAProgram Files 08 Ay Any » Eaporlat
O 0sClentene Allow  Ne CA\Program Files (8. Any Any | 7
€ 0-Link SeantConsole Uity Allon Mo Co\program fles (8. Any Any
10 0-Link SmanConsole Uniity Aliow  Ne Chipeogiam files (8. Ay Any
O benthertitutplee exe Allow No C\Program Files 8. Any Any
O ErenChenthutipleser e Allow  Ne C\Progiam Files (8.  Any Any |
O EoernChernitubiplener e Allow Ne CAProgram Files (8. Any Any
O EvereClettutipleset exe Alow Mo Ci\Progiem Files (.. Any oy
O Eveetsenverene Alow Mo CiProgiam Files (8. Any Ay
[/ Allow Ne CAProgram Files (.. Any Any
O EvertServerene Allow Mo C\Program Files (& Any Any
O bvertsanercne Alow Mo CAProgaan Files (8. Ay e
0 Fiesia FTP Server Allow No Arry Ay Any
O Frefex Aow No Cprogram files (8. Any any
O Feefex Bk No ChApeogram fles (8. Any Any
O Feetox Allow Mo Chprogram files (8. Aoy Any
© Firefox Bock to Chprogram fibes (8. Aoy Any
0 Frefox (CA\Program Files (857 Mozita Fuef. Alow No CAProgram Files (.. Any Amy
@ Frefox (C\Program Files (86 Mozile Fuef Allow No CAProgram Files (.. Any Any )
€ Frrefor’ (CAProgram Files (486)\Maails Fire Allow  No CAProgtam Files (8...  Any any
© Frfox' (CAPrograen Fies (:86]\Mesila Fire Aow Mo C\Progtem Files (3., Any Ay
O Nexvrene Allow  No CAProgtam Files (8. Any Any i
O howr.oe Allow  No C\Program Files (3...  Amy Any
O s Alom Mo CAProgram Files (8. Any Any -
ew Rule.
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e) Create new ‘Port’ rule:

.
@ New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.
Steps:
@ Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action Program
e Profie \ Rule that controls connections for a program.
@ Name @ Port
Rule that controls connections for a TCP or UDP port.
Predefined:
BranchCache - Cortent Retrieval (Uses HTTP,

Rule that controls connections for a Windows experience.

Custom
Custom nule.

Leam more about rule types

[Neth][Canod

f) Rule applies to “TCP’ connections on Local Port specified in Section 3b. Default is Port 21.

f )
@ New Inbound Rule Wizard g
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
o RioTipe \ Does this ne applyto TCP or UDP?
|@ Protocol and Ports e TCP
@ Action ubP
@ Profile
* R Does this rule apply to all local ports or specic local ports?

\ All local ports @

0 Specific local ports:
Example: 80, 443, 5000-5010

Leam more about protocol and ports
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g) Specify type of connection to be supported.
The ACP1 does not support IPsec protocol suite. Select ‘Allow the connection’.

: .
' New Inbound Rule Wizard - - =

Action
Specify the action to be taken when a connection matches the conditions specffied in the nile

Steps:
@ Rule Type What action should be taken when a connection matches the specified condtions?

@ Protocol and Ports
© Allow the connection

® Action This includes connections that are protected with IPsec as well as those are not
@ Profile
N Allow the connection if it is secure
o Do This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

Block the connection

Leam more about actions

f) Choose the Network Profile settings where FTP connections are allowed.
Connections from ‘Public’ networks should be permitted only when absolutely necessary.

. .
' New Inbound Rule Wizard - - =5

Profile
Specify the profiles for which this rule applies

Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports \

@ Action \ 7| Domain

Applies when a computer is connected to its corporate domain.

@ Profile

@ Name V| Private
Applies when a computer is connected to a private network location
Public

Applies when a computer is connected to a public network location.

Leam more about profiles
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The FileZilla FTP Server is now ready to use.

A screenshot showing the FTP Server log when user ‘Anonymous’ has successfully logged in:

File Server Edit
Fa =88 %
FileZilla Server 0.9.57 beta
(Copyright 2001-2016 by Tim Kosse {tim kosse @filezilla-project org)
ihttps:/ ffilezilla-project.org/
(Connecting to server localhost:14147..
\Connected, waiting for authentication
Logged on
You appear to be behind a NAT router. Please configure the passive mode settings and forward a range of ports in your router.
Waming: FTP over TLS is not enabled, users cannot securely log in
Retrieving settings, please watt...
Done retrieving settings
Retrieving account settings, please wait
Done retrieving account settings
Retrieving accourt settings. please wait .
Done retrieving account settings
Sending account settings, please wat....
Done sending account settings.
- {not logged in) (172.18.8.171)> Connected on port 21, sending welcome message....

- {not logged in) (172.18.8.171)> 220-FileZila Server 0.9.57 beta

- {not logged in) (1 220-written by Tim Kosse {tim kosse@filezilla-project org)

- {not logged in) (172.18.8.1 220 Please vist hitps://filezilla-project org/

(not logged in) (172.18.8.171)> USER Anonymous

'25/2016 10:25:36 AM - {not logged in) (172.18.8.1 331 Password required for anonymous
/25/2016 10:25:44 AM - (not logged in) (172.18.8.171)> PASS ===
(000003)5/25/2016 10:25:44 AM - anonymous (172.18.8.171)> 230 Logged on

?

D - Account IP Transfer Progress Speed
=&-000003 anonymous 172188171

36 bytes received 0B/s 195 bytes sent 0B/s L)
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